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Commentary

Technological advances of neuroscience and cybersecurity
havecreatedarapidlydevelopingfieldandneweropportunities
alongside challenges of ethics. Some of the emerging ideas
that include, brain computer interfaces (BCls), neuroimaging
technologies (EEG, fMRI) etc, cognitive biometrics have
produced fresh solutions to enhance cybersecurity, privacy,
autonomy and data protection. Neuroscience is already
changing at a very fast pace in the cyber security field. The
prospect of using brainwave-based authentication and
cognitive biometrics is vast, a far superior way to traditional
processes of identification such as passwords or fingerprints
[1]. Research has further shown that BCls can be incorporated
into access control systems to allow a BCls-security mapping
relationship [2]. Detecting stress or threat intent could then
be incorporated into cybersecurity systems to further prevent
insider threats as the system analyses the neural signals [3].
But the concern for security using the brain data presents few
ethical questions. Neural data is associated with the disclosure
of a person’s emotional, cognitive, and even behavioral states.
The storage and use of such data without informed consent
and protection measures give rise to violations of people’s
privacy and abuse [4].

Ethical Dilemmas and Privacy Concerns

The ethical issues that arise from the integration consists
mainly of privacy concerns and consent, as well as the
manipulability of neural data [5]. Given the fast pace at which

neurotechnology is being developed and the fact that it is
already being incorporated in security systems, concerns
the management of cognitive privacy. Neural data, garnered
through EEG, fMRI, or BCls [6] is qualitatively different as
it is deeper and more sensitive in contrast to the neural
data that can reveal some of the patient’s thinking process,
feelings, plans, and even illnesses. This, in turn, raises very
serious privacy issues since brain signals are an interaction
of a person’s thoughts and processes occurring in their head
[7]. For instance, the data consistently generated by a man’s
brainwaves theoretically can be used to identify his emotional
status and his levels of stress while investigating a security
breach which violates the psychological sphere of human
existence - thinking, can be monitored without the direct
and acknowledged consent of the individual involved, a
point that in itself could be abused to invasive monitoring or
coercion [8,9] posing a very important ethereal issue on self-
determination basing on an individuals’ desire, consent and
the consequent use of brain data for purposes other than
security [10].

This principle of informed consent [11] is vital in medical
practice, psychology, research, and any conduct deemed
ethical. Neural data is an intricate subject, with individuals
often not fully understanding the implications of sharing
their brain activity data, making it difficult for the researchers
to explain the dangers of its accumulation and analysis [12].
Informed consent requires individuals to be aware of how
their data will be used, stored, and potentially shared. Data-
mining and patterns from neural signals are possible, making
it difficult to determine how much of it can be read from their
brain. A basic neuroimaging [13] scan can elicit data about an
individual’s future mental stability, affective susceptibilities,
and cognitive proclivities, making it even more challenging
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to give informed consent [4]. A new ethical consideration is
the reusability of neural data, as contexts like brain waves and
other key neural signals may change over time due to changes
in mood, health, or the environment [14]. This dynamic nature
raises questions about the persistence of learning from neural
data and whether individuals should be able to withdraw
consent and stop using their data after certain time periods
or states.

Data sovereignty is integral in discussion of privacy because
people own their data such as fingerprints or retinal scan
that are easier to be stored and protected as compared to
other forms of biometric data [15]. Yet, there are emergent
challenges to do with ownership, access, and sharing that
come with neural data. The following questions are not
given an answer in the current cybersecurity and privacy
frameworks: the identity of the person whose brain activity
was captured and recorded, and the respective organization
which ensnared the data. CNN has established that neuronal
data ownership is connected with data protection as well as
storage [16] because violations or improper use could lead
to disastrous outcomes affecting a person. It can be easily
hacked with neural profiles within the reach of hackers and
which can be used to perform identity theft or to manipulate
individuals. Since there are no legal measures protecting
data, ethical rules may not be sufficient to prevent the sale
or sharing of gathered neural data, the violation of a person’s
right to cognitive privacy [17].

Real-time monitoring of the neural data through neuro-
surveillance [3]also poses ethical issues in neuro-cybersecurity
which could be utilized for tracking general states of cognition
including stress, fatigue, and emotional state on high security
work environment for instance to identify staff pressure
or actions against organizational objectives. Because the
brain activity is subjective and depends on external factors,
there are questions about justice, as well as to the rights and
equality in society. What is and what is not acceptable in terms
of security interests and mental privacy is not clear, and given
the development of neuro-surveillance technologies, this may
become not very clear [18].

Neurotechnology is considered as the rising ethical issue
because of the tendencies towards manipulationsand coercion
[19]. Cybercriminals can take advantage of neural weaknesses
and make the targets make choices out of stimulating feelings
of fear, trust or confusion. With neural data being considered
relevant in the security practices, cognitive privacy, informed
consent and data sovereignty issues should be addressed.
Without such protective measures in place, the ordinary
person has to face real threats of abuse, manipulation, and
exerting coercion [20].

To understand the implications of the above ethical concerns,
we need to look at case studies that are likely to arise in next-
generation neurotechnology cyber-security risk. These are not

problems that will be found only in one system because these
are defects which exist in many systems; more importantly,
these points raise general concern over ethical problems
that should receive more and better attention to safety and
effective regulation.

Case Studies
Brainjacking and the vulnerabilities of BCls

Brainjacking is defined as unauthorized control over brain
implants or neurostimulators. Although the issue has been
highlighted because of Risks in Brain Computer Interface (BCI)
and other neural gadgets [21,22]. Another case study that was
conducted in 2021 showed that rogue actors are capable of
modifying a motor function, emotions, functional cognition
or otherwise take control of a BCls that was implanted in
a patient [23]. This is a type of cyberattack that permits
the attacker to manipulate neural signals so as to cause
undesirable movements, thoughts, or dysphoria. Another
interesting example was with deep brain stimulation (DBS)
for Parkinson’s disease, where hackers could alter the signals
to the brain and result in movements that the patient does
not want or even flea the device. The effects of brainjacking
are not confined to any medical devices only but any BCls that
are used for optimizing cognition including military or high-
security applications. This is on the backdrop of the highly
increasing importance of strong cybersecurity protections
around neurotechnological systems.

Unauthorized neural data access

Researchers from the University of Michigan and Johns
Hopkins demonstrated potential security vulnerabilities
in BCl systems that could expose neural signals during
transmission [24,25], their analysis being a research-grade
BCls revealed multiple attack vectors affecting data integrity
and participant privacy [26]. A data breach in 2022 at a
neuroimaging technology firm leaked nearly 5,000 individuals’
neural data including their cognitive and emotional patterns.
The company relied on the EEG data to create the cognitive
biometric authentication system, but a lot of the data was
left unencrypted, and the company did not have sufficient
security measures to prevent hackers from getting access to
this data [27]. This breach led to ethical questions concerning
the ownership and protection of neural information, for
neural data contained detailed information about a person’s
cognitive condition, stress state, emotional susceptibilities,
and mental disorders. It can be utilized for negative uses
such as blackmail, identity theft or even use in psychological
warfare. The occurrence also stirred discussions on the liability
of organizations that work with delicate information, since
its loss was a severe infringement on individual privacy. This
case strengthens the call for more rigid legal frameworks
concerning the storage, access and utilization of neural data
in a business and security trade [28].
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Neuro-surveillance in the workplace

Neuro-surveillance, which is the constant monitoring of
the brain, is gradually becoming popular in such demanding
careers as the financial market, police, and cyber security.
This is where neuro-surveillance technologies were used in a
financialfirmin 2023 to observe employee stressduring trading
[29]. To monitor exhaustion, the firm was using wearable EEG
devices to record continuous brain activity [30] and look for
signs of cognitive overload or presumably emotional distress
[31]. But this raised ethical dilemmas because the employees
perceived that their mental privacy was infringed and issues
relating to the use of the brain data collected, in relation to
the promotion, bonuses, and job security. They also expected
that their mental states might be produced in performance
reviews or disciplinary proceedings against them. This case
indicates how new technologies [32] of neuro-surveillance can
lead to the formation of structures of power relations in the
employment relationship asking questions about autonomy,
consent and fairness [33].

Cognitive manipulation in social engineering attacks

Neurotechnology as a technology implies that it can be
exploited socially in launching-and-overthrowing maneuvers.
A permutation of neurofeedback phishing [34] attack
was conducted in which the attackers successfully tricked
individuals into revealing sensitive data. The attackers
employed discreet neural signals to elicit trust or confusion,
thus, the target was more vulnerable. They targeted aspects
of human cognition which were understood through
neurotechnology, which raised the probability of success of
their attempts at phishing. The targeted individuals stated
that they sometimes felt trustful or bewildered during the
assault and thus revealed the passwords or any other financial
data [35]. This case also raises the ethical issues that neuro-
technologies may be exploited for social engineering and
shows that present protections are insufficient to guard against
such threats. The creators of neurotech have to guarantee that
the technology could not be adapted for unlawful objectives.

The ethical quandaries of cognitive enhancements

A cybersecurity firm introduced transcranial direct current
stimulation (tDCS) devices' to enhance the cognitive
performance of its security analysts. The devices [36] were
designed to improve focus, decision-making, and problem-
solving abilities, especially in high-pressure situations like
responding to cyberattacks [32]. However, some employees
expressed concerns about the ethical implications of cognitive
enhancement in the workplace. They felt pressured to use
the devices to keep up with colleagues, fearing that refusing
would put them at a competitive disadvantage. The long-term
effects of repeated brain stimulation and potential coercion
in neurotechnology use also raised concerns [37]. This case
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underscores the ethical challenges of cognitive enhancement
in professional settings, including questions about autonomy,
coercion, and fairness [38].

In addition to illustrating the technical threats or ethical
issues surrounding the integration of neurotechnology
with cybersecurity, these cases are useful for thinking about
a range of other ethical questions as well, among them
cognitive privacy, informed consent, and influenceability [39].
Thus, analyzing these real-life situations, one can introduce
principles of these technologies and an acute necessity in
consistent ethical principles to solve issues, connected with
their application.

Neurotechnologyisathreat to cognitive liberty because other
individuals or groups can command or spy on the thoughts
and choices of a subject [40]. Thisis rather worrisome especially
when one has to think of neuro-hacking as spammers and
other evils of the internet get more intelligent [41]. There is
a great concern of informed consent and data sovereignty,
people must have ownership over their neural data. The
idea of introducing neuro-surveillance [42] into the working
environment leads to a number of questions concerning the
nature of workplace monitoring. Smart drugs, drugs that in
some way make your brain work better than before is viable
but so is the ethical problem associated with it. Employees are
likely to engage in these technologies [26] out of necessity
to fit into the prevailing technologies that are in the market
hence the cross between volition and coercion [34].

This is especially important, and we are witnessing the
integration of neurotechnology into cybersecurity require
improved regulatory frameworks as well as governance
structures. This is an area government and international
organizations need to embark on to determine policies
that will offer neural data and cognitive privacy [43]. The
first 2021 neurorights [44] law of Chile regulates people’s
mental data and cognitive self-ownership. They have to be
protected in international human rights law so that they do
not suffer prejudice and are not violated [45]. Neuroscience
and cybersecurity: new paradigms of cooperation and
their deep ethical implications. As for technologies, BCls
and cognitive biometrics [46] increase the level of secure
parameters, at the same time impinging on privacy, agency,
and neuro tree-map self-governance. To avoid all these risks,
then the abuse of data must be handled well by setting good
ethical standards and standards that must be followed [47].
Cooperation between neuroscience and ethics, cybersecurity
professionals, and policy makers should better govern those
technologies. Neuro-cybersecurity [48] may be seen as a
branch of studies, dealing with the future of technologic and
cybernetic connection with responsibility concerning neuro-
cybersecurity, intellect, economics [49] and behavior. The
development of neurotechnology requires that all member
states should adapt their legal instruments for the protection
of individuals fundamental rights. Neurotechnology can
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only be useful without violating this right of privacy and
personal decision as long as it is regulated by law and ethical
considerations are put in place [50].
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